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When a program reads an EFS encrypted file the Windows NTFS filesystem automatically decrypts the
contents, assuming of course that the logged in user has the decryption certificate. If you copy such a file to
a USB Key removable drive that is formatted with the FAT filesystem then the resulting file on the USB
Key is not encrypted. It is not recommended to re-format a removable drive in NTFS because data can be
lost if the drive is removed without stopping the drivers first. NTFS also causes a higher number of write
cycles on the flash drive.

The Win32 API includes several routines for reading and writing EFS data without decrypting. This
program uses those to read the raw binary EFS encrypted data from the hard disk and write an encrypted
copy of the file. It is involed from the "Send To" menu of Windows explorer.

In this example there are nine EFS encrypted files and we wish to copy them to a removable drive while
preserving the encryption.

Mame -~ | Size | Type | [rate Modified |

=
_;i E__"]C-:ugnitiveHazard.jpg 31KE  IPEG Image 30J05)2007 16:33
5_"] Complber-yirds, jpg 12KE  JPEG Image 30J05/2007 16:33
_!_‘j demotivators 1862 _10990333.jpg 3BKE JPEG Image IOOSI2007 16:33
L!-'E'-] google. circa_1960.jpg 36 KB JPEG Image 30J05)2007 16:33
Ll_‘_"‘] Lighthouse-in-Skorm__Poulains. jpg 31 KB IPEG Image 0052007 16:33
E_] rizw-File: bxk 28 KB Text Document 300052007 16:33
5 ship1.ipg 44 KB  IPEG Imiage 30/05/2007 1633
5] shipz.ipg 32KE  IPEG Image 30{05/2007 16:33
@ sliderule.jpg 13EE  IPEG Image 30J05)2007 16:33

We select the nine files, right-click and use the "Send To" menu to feed them to the "EFS Raw" option.

| PMame = | Size | Tvpe | Date Modified |
7 S Cogritiyetazard i 31KE JPEG Image 30/05{2007 16:33
‘ Commp! Ereggew 12 KB JPEE Image S0/05/2007 16:33
] demo fRELE: IBKE IPEG Image 30/05{2007 16:33
EREEE  Edi 36KE IPEG Image 30/05/2007 16:33
ig Preview S1KE IPEG Image S0/05/2007 16:33
e 7-7ip b ZGKEE Text Document 30052007 16:33
B E Open With R 44KE JPEG Image S0{0S2007 16:33
| Jstipz 32KE JPEG Image 30/05{2007 16:33
[ 20 [ 5can for viruses... 13KE IFEG Images 30/05{2007 16:33
5 WinZip: 3 I
2] Compressed {zipped) Falder
PisP 3 [15' Deskiop {_create sharkout)
Cut Wl EFS Raw
Copy _J Mail Recipient
: =
Create Shorbcut __J My Dacuments
Delets 4 Maotepad
et 2l DVDCO-RY Crive (Ex)
Properties S SECURELOCE (F:)

This program reads each file and writes out its raw EFS binary form in the same folder. It uses the file
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extension ".efsraw" for this. Note that the efsraw form of each file is several kilobytes larger. That is
because the EFS metadata that was previously hidden in the NTFS metadata layer has now been written as
headers in the files. These contain the names of the user(s) that can decrypt the file and the file symetrical
encryption key, itself encrypted with that users public key.

| Size | Tvpe | Crate Modified |
31 KE JPEGImage I0M0S[2007 16:33
12KB IPEG Image 300052007 16:33
35 KE  JPEG Image 30052007 16:33
36 KE - JPEG Image 30/05/2007 16:33
31 KB IPEG Image 300052007 16:33
2B KB Text Document 300512007 16133
44 kE IPEG Image 30J05/2007 16:33
il 32kE  IPEG Image 30052007 16:33
'Iu:IrruIn- ipg 13KE JPEG Image 30052007 16:33
,ﬁl ZognitiveHazard, jpg. efsraw ITKE EFSRAW File 30/05/2007 16:39
u:u:umputer wirus, jpg. efsraw 15KE EFSRAW File 30/05/2007 16:39
,ﬂdemntwaturs 1862 10990333, jpg. efsraw 40KE  EFSRAW File 300052007 16:39
@gmgle circa_1960, jpa.efsraw 3T KE EFSRAW File 30/05/2007 16:39
,ﬁlnghthDuse -in-Storm_ Poulains. jpg. efsram 34 KB  EFSRAW File 30/05/2007 16:39
@new file bxk.eFsraw 31 KB EFSRAW File 300052007 16:39
@ shipl.jpa.efsraw 47 KB EFSRAW File 30/05/2007 16:39
= shipZ.jpa.efsraw 35 KE EFSRAW File 300512007 16:39
!ﬁl sliderule. jpg. efsraw 16 KE EFSRAW File 300052007 16:39

We then cut and paste these efsraw files to the removable drive, treating them as ordinary binary data files.

® | Mame =~ | Size | Twpe | Diate Modified |
:j IE“jCu:u;mllzl\ufEHazaru:I ipa 31 KB JPEG Image F00S[2007 16:33
Lf]u:u:umputer -wirus.jpg 12KE JPEGImage 3000512007 16:33
Ltf]demcutwaturs 1862 10990333, jpg 3G KE IPEG Image 30/05/2007 16:33
L_]|;||:u:u;|IE circa_1960.ipg 36 KB JPEG Image 300052007 16:33
l_.:]L||;|hlzh|:|use -in-Storm_ Poulains. jpg 31 KB IPEG Image 30/05/2007 16:33
riew=file, bk 2B KB Text Document 300052007 16:33
5] ship1.jpg 44KE IPES Image S0/05/2007 16:33
L__]shlpz ipg 32 KB IPEG Image F0/05/2007 16:33
_jsllderule ipd 13KE JPEG Image 300052007 16:33
a T 1 33KE  EFSRAW File F0/05/2007 16:43
E : 15 KE EFSRAW File 300052007 16:43
| demativators_18 1l £ 40KE EFSRAW File 30052007 16:43
ﬁ alalel e (B REL | S For wiruses. .. 3G KE  EFSRAW File 30/05/2007 16:43
E Lighthouse-in-5k —— 34 KE EFSRAW File 3000512007 16:43
| revi-Filie bt efsrs 3 inZip ¢ 31 KB EFSRAW File 30/05/2007 16:43
| <hiip1 . jpg. efs Send Ta b 47 KB EFSRAW File S0/05/2007 16:43
| shipz jpa. efsraw 35KE EFSRAW File S0/05/2007 16:43
(=] sliderule. . ofsr SR " 16 KE EFSRAW File S0/05{2007 16:43
T
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Note that if the folder containing the efswar files is marked for EFS encryption then the efsraw files will be
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themselves EFS encrypted; they are double encrypted. As this second EFS encryption is not required it does
not matter that it is lost when the files are coppied to a removable drive. The following warning mesage can

therefore be safely ignored when copying efsraw files (but only for efsraw files! )

Encrypted File |

The file ‘CognitiveHazard, ipg: efsraw’ cannot be copied or moyved
é without losing its encrypkion,

You can choose to ignore this error and continue, or cancel.

Ignore Al Cancel

X

The efsraw files can be copied back from the removable drive to an NTFS volume and then this program can

convert them back to normal EFS files using the same "Send To" procedure. It recognises that they are

efsraw and converts them to EFS.

The decryption process needs the decryption key stored in the users EFS Certificate Private Key.
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A0/05/2007 16:43
30/05/2007 16:43
30/05/2007 16:43

You can see that the output files are EFS encrypted as Explorer shows them in green below,

| Size | Type | Diake Modified |
Open 33KB EFSRAW File 30/05)2007 16:43
7ip v 15KBE EFSRAW File 30/05/2007 16:43
40 KB EFSRAW File 30/05)2007 16:43
Tl K Scan for wiruses, 33KE  EFSRAW File 30/05/2007 16:43
: 3 34 KB EFSRAW File 3000512007 16:43
31 KB EFSRAW File 30/05/2007 16:43

30/05/2007 19:32



sendto EFS Raw file:///D:/projects/sendtoEFS/doc/sendto%20EFS%20Raw.html

b4 | Size | Twpe | Date Modified |
T:_l IIKE EFSRAW File I0/05/2007 16:43
15 KE EFSRAW File 300052007 16:43
' ipg.efsrav 40KE EFSRAW File A0/05(2007 16:43
IS KE EFSRAW File 30/05/2007 16:43
|:u;|.EF::r'al.-'-.l 54 KE EFSRAW File S0/05/2007 16:43
31 KE EFSRAW File 30005 2007 16:43
47 KB EFSRAW File 30/05/2007 16:43
d.e I5KE EFSRAW File F0/05/2007 16:43
sliderule.jpg, efsraw 16 KE EFSRAWY File 300052007 16:43
JCDQI‘IItIVEHazard P 31 KE IPEG Image F0J05/2007 16:46
Lju:u:umputer -virus, ipg 12KE 1PEG Image F0M0S/2007 16:46
Ljdemﬂtlvatﬂrs 186210990333, jpg AGKE  IPEG Image 30052007 16:46
L_:]|;||:u:u;|le circa_1960.ipg 36 KB  JPEG Image 30052007 1646
_leghthu:uuse -in-Storm__Poulains. jpg 31 KB IPEG Image 30052007 16:46
D niesw-file ok ZBKE  Text Document F0M0S 2007 1646
Lr_"] shipl,ipg 44 KE IPEG Image 3005007 1646
__] shipZ.jpa 32 KE IPEG Image F0J0S5/2007 16:46
._] sliderule. jpg 13KE IPEG Image F0J0S/2007 16:46
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